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O6HapyxeHne CYb[ AHanmns KoHurypaummn
Default Password

Rogue
Databases Unpatched Software

Configuration Flaw
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AHanuTuKa npae goCcTyna nosib3oBaTeneun
[TpnHumn Need to Know

I =

[F Select Cobmns | 14 4 4 kBl | Showing records 1-3 out of 3 availabl | o= Show Peths

Account lame £ [Department  Priv Type = | System Priv.» | Object Hame = |Schema lame  » | Object Typew [Sensitive Objects |Object Category | Object Last Used >
GICOLIMTEY Enl EELECT IMowmal Priv. fubcustomerdata  skotrain Tabie Sansitive credi cards 20081 231
aiipton Hntl SELECT Iormal Priv. tulcusiomerdata skotrain Tsble Senztive cradt cards 20081 231
eho SELECT IHormal Priv. tulcuziomerdata | skotrsin B Senzitive cradi carcds 20084231

() i\ )

Classification, URM (DB) DAM

Sensitive Data? What rights? When Used?

Credit
Card

/
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[TonHbIM ayauT BCeX 3anpocoB

infosystems

SecureSphere Beget MOHUTOPUHT 1 3aNnUCb 3arnpoCcoB
EcTb BO3MOXHOCTb coxpaHeHusi oteetoB CYb/]

Ewent Diate and Time ¥ | Source I[P = Usera | Destination IP+ | Service = | Source Applicationw= | Guery
Huser: erez [T}
June 10, 2010 5:08:54 PM 182.188.0.110 ==z 11.11.188.133  Solaris Oracle Service |sglplusw. exe CREATE OR REPLACE FUNCTION MYFLUNC |
June 10, 2010 5:02:01 PM 182 168.0.110 erez 11.11.1858.122  Solaris Crade Service sglplusw. exe select * from table users
June 10, 2010 5:08:51 PM 182.188.0.110 =r=z 11.11.188.133  Solaris Oracle Service |sglplusw. exe SELECT ATTRIBUTE, SCOPE NUMERIC WAL
June 10, 2010 5:08:51 PM 192.168.0.110 eresz 11.11.1258.122  Soclaris Cracle Service [sglplusw.exe SELECT CHAR WALUE FROM SYSTEM.PRO
June 10, 2010 5:07:22 PM 192.168.0.110 eresz 11.11.1258.122  Soclaris Cracle Service [sglplusw.exe SELECT ATTRIBUTE SCOPE NUMERIC WAL
June 10, 2010 5:07:22 PM 192.168.0.110 eresz 11.11.1258.122  Soclaris Cracle Service [sglplusw.exe SELECT CHAR WALUE FROM SYSTEM.PRO
June 10, 2010 4:.58:55 PM 192.168.0.110 eresz 11.11.1258.122  Soclaris Cracle Service [sglplusw.exe SELECT "SPW LANGUAGE™ "SPW WORD™ "
Huser: foo (18}
March 31, 2010 10:44:459 PM [10.77. 12883 foo 11.11.1858.122  Solaris Crade Service sglplusw. exe drop table testpriv
March 31, 2010 10:44:41 PM [10.77. 12883 foo 11.11.1858.122  Solaris Crade Service sglplusw. exe truncate table testpriv

p— A
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UTo yBMAOen nonb3oBaTenb?

infosystems

CoxpaHeHune otBeToB CYb[]
» 3anucb NoJIHOro oTeeTa, nonydeHHoro ot CYb/[

January 8, 2009 12:13:05 PM | 8543289488017971556 194.90.2403  webuser  10.10.1.2 MaSgl getCities 0

lanuare & 2008 170438 P ARAB7AC4RAN TATSANA | 1G4 G0 240 3 wehlzer 101012 = Snl netlitie=

January 8, 2009 12:10:19 PM 8648289488017941706 192.188.114.12 ek 192168.1128  MsSql sp_Get_Products_By Depts

-\JI:IIIIJI:II}' VU 1L U025 Tl Ul olu | TJUUEud Tas 1ue 1= 11 [ B L Illb-\.?'n.ll UL:'U.LU\J.I‘"\.I!II_-\.?‘_-\.?F_UL I_hLl-\.?IUIlII_I".I'\.I_‘-'IL'J‘I'-\.?

09121326 PN 2648280458017975472 194502403  webuser 101012 M=Sgl getCitiesKiosk

£ 000 A543 %4 Dkl SC A0 ON A 0004 TOTANOY | AMd O A0 3 wmhimer I O e ElmCal ot s W ins e

Wave Race 64 - Pre-Played

Wayne Gretzky's 30 Hockey - Pre-Played
Blazt Corps - Pre-Played

Tetrigphere - Pre-Played

Star Wars: Shadows of the Empire - Pre-Played
NB& Hangtime - Pre-Played

Turok - Pre-Played

Hexen - Pre-Played

9 Lamborghini - Pre-Played

10 Doom &4 - Pre-Playsd

1 WarGods - Pre-Played

12 Top Gear Rally - Pre-Played

Robotron X - Pre-Played

Dark Rift - Pre-Played

Multi Racing Championzhip - Pre-Played
Mizzion Impozszible - Pre-Played

(=R R T A R =

Fa PR - R T T N L T TP .11 o

- | Manufacturer

TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO 84
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO &4
TRADE IN-NINTENDO 84
TRADE IN-NINTENDO &4

TOALC KL RURITEELR S O

Ti&
hi&
hid
hlids
hiA
hiA
Ti&
hi&
hid
hlids
hiA
hiA
hi&
hid
hid
hiA

BLLA

1

» | Availability_Date~ | Availability= |List_Prices | Pf_ld~ | web_dept |Web_Sub_Depts
359 130517 |Mintendo 84 | Sporz
459 130520 | Mintendo 64 | Sporz
459 130526 | Mintendo 64 | Shooters
G99 130528 |Mintendo 84 | Puzzle
299 130530 | Mintendo 64 | Simulation
4599 131100 | Mintendo 64 | Sportz
4599 132728 | Mintendo 64 | Shooters
459 133917 | Mintendo 64 | Shooters
298 1345604 |Mintendo 64  Sporz
G99 134835 | Mintendo 64 | Shooters
490 134964  Mintendo 84 | Fighting
299 135085 | Mintendo 64 | Sportz
459 135088 | Mintendo 64 | Platform
455 135362 | Mintendo 64 | Fighting
459 136860 |Mintendo 64 | Sporz
459 136882 | Mintendo 64 | Shooters
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14
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MIHHOBaUMOHHbIE TeXHOMNOrMM Imperva

a — 8
* MpeHTudmnkaums o
nonb3oBaTeneun

* Virtual Patching

e NTnHamunyeckoe |
npomnnmpoBaHue ®
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Virtual Patching

infosystems

CokpalleHne BpeMeHU

brioknpoBaHue
He3aLLMLLIEHHOCTM
06 Ha py)Ke sl Vlcngj?l::gggHMﬂ CYBA Bo Bpems
A3BUMOCTEN UIBECTHBIX TECTUPOBAHMS 1
y ySI3BUMOCTEN NPYMEHEHUs NaTyen

©e3onacHocTu

-
Vulnerability Patch available and tested for System
identified deployment protected
Vulnerability Virtual Patch System
identified protected
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[TpodunmnpoBaHne oencTeunmn

nonb3oBaTternen 6a3 AaHHbIX

Users %m Details: veda_app [Ssave
{4 1> PG EJ Learned Query Groups | Rest;|+|
User Name# ‘Group v |# Queries» 5 —peastination
class\admin  Default MsSql group 42 [Database [ (@ |3 X | Schema |
55 Default MsSql group 20 - = db
veda_app Default MsSql group 45 | m_Ei :h °
st Test Group N/A A
test2 Test Group N/A ——Tables & Operations
— Source
| |2 1P Addicsses ESFEERS
§ 172.16.0.57
192.168.207.69
5 Source Applicarion |74 @ | 3] X
‘ aqua_data_studio
internet information services
LEl 0S Hostname <58 | el X |
demol
pkovalev
LEI 0S User L | e X |
: 2L pkovalev -
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3a4yemM 310 On3Hecy? j@%

» Tpebyemcs ocyuwecmernsimbs MOHUMOPUHE 3arpocos U
peaauposams Ha uHyudeHmsl Ib ¢ uensro
npedomepawleHuUs U MuHUMU3auyuu pucKos
Komripomemauuu rpuknadHbix busHec-cucmem

3alnTa akTuBOB

» Heobxodumo cobrirodamb mpebosaHusi 0bsi3ameribHbIX

Pe FyJ'IFITOpH blE cmaHOapmos Ub rno ayoumy obpaweHul K

pI/ICKI/I KOHguOeHyuanbHoU UuHgopmayuu, xpaHsu,elcs 8
CYB/] (PCI DSS, CTOBP UBBC, 3awuma lN4H)

» Tpebyemcs peaynspHas om4yemHOCMb O 8bIS8/TEHHbIX
HapyuweHusx nonumuku Y6 komnaHuu 8 4yacmu
oocmyra K KOHgbuOeHUuasibHOU UHgopmMayuu,

9P EKTUBHOCTH
Nb xpaHumoli 8 CYB/]
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3a4yeM 3TO nogpasgeneHnam

MHPOpPMaLIMOHHOW Be3onacHOCTU?

LY G RIeIE ol SN . (e o6x00umo peazuposams (yeedomasme uu

OpraHn3aunoHHbIX Mep 6r1okuposame) Ha 3arnpock! K CYB/, Hapywaruwue
3aLWunThl nonumuky Y16

KoHTponb » Tpebyemcsi ocywecmernsimbs MOHUMOpUH2 deticmauu
CVYE rpusuneauposaHHbIX rnofb3osamersieli, 8 MOM Yucre
aAMUHUCTPATOPOB W a60marowux nokanbHo Ha cepeepe CYB]]

« Tpebyemcsi udeHmugbuKauuUsi KOHeYHbIX rofb3ogamerned,
lepcoHncpu Iéa;gl 4 opmupyrowux 3arnpoc k CYB/] uz-nod cryxebHou
3anpocos K A yyemHoli 3anucu 6U3HEeC-MPUIoXeHUl

* Heobxo0umo obHapyxeHue KoHgudeHyuarnbHoU
uHgbopmauuu e CYB/L] 8 asmomamu3upo8aHHOM pexume

XpaHEeHUS KOH.
NHdbopmaunm
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3a4yeM 3TO nogpasgeneHnam j%

MHJOOPMALIMOHHbIX TEXHOIOrNN™?

CHuxeHune
Harpy3kn Ha CYb[]
n3-3a aygura

» Heobxo0umo cHU3uUmb Haepy3ky Ha cepeepa b/] npu
8KrirodeHuUU onyul ayouma CYB/]

KOHTpOﬂ b » Heobxodumo npogodums aHanu3 U3MeHeHUss HacmpoekK
agMWUHNCTPAaTopOB CYB/ s criyyae HapyuweHusi 00cmyrnHocmu u yesiocmHocmu

Cy 5 D' CYb/[]

* Heobxodumo rposodume pe2yrspHbil aHanu3 UMernuuxcs
8 UHpacmpykmype CYB/L], omcrexueamb USMEHEHUS 8

IHBeHTapusauung

CyE D' cemu u rosierieHUe mecmosbiX Uil 8peMEHHbIX Kornuu
CYE/], 3aHUMarowux 8blquciumeribHble pecypchsl.
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[Touemy Imperva Secure Sphere?

infosystems

[TonHbIN LUNKI] « KoMnnekcHbIi noaxog ot obHapyxenust CYB[ B UT-uHdpacTpykType
3alUUNThbI * [lo akTMBHOW 3aLLMTbI HA OCHOBe NnonuTuK Nb

M HTeran-Mﬂ C * NaeHTudmkaumna nonb3oBatenen B 3-X 3BEHHON apXUTekType web-

noobim Web- GepRicon i oven
I'Ipl/IJ'IO)KeHI/IeM oppendauna web-3arnpocoB 1 JaHHbIX OT

* nHamu4yeckoe npodunmpoBaHne NoBeaeHnsa nonb3osartenen web-
npunoxeHun n CYB[

[lepenoskie

* BupTyanbHbIN NaTYMNHI U3BECTHbIX YA3BMMOCTEN
TEXHONOormnm PTY
* AHanuTrka npaB JOCTyna nonb3oBaTenemn

S » [laHHble ayanTa XpaHATCSA B MAOCKMX dharnax

Xel/lﬂ ,U,Hbl * Het orpaHnyeHunin Ha o6bem 1 Bpems XpaHUMOon MHopmawmm

(BHewWwHwue katanorm)!!
ayﬂ'MTa * NoBblILEHHasA OTKa30yCTOMYMBOCTb M AOCTYMNHOCTb
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[Touemy Imperva Secure Sphere? j@?

Ob6beKThI 3aLWnTbl 3aBOAATCS Kak NpUKagHble

YOoOHbIN nHTEPENC BRILUILLE
MHoOXecTBO npoayMaHHbIX MEHIO

YnobHaa noarotoBka
OTYETHOCTU

Heobxoaumble napamMmeTpbl BbIOMPAKTCA U3 CNUCKOB
HeT HeobBxogumocTu paboTtaTb C NepPEMEHHBIMA

* AreHThbl MOryT ObITb aBTOMaTUYECKN OTKITHOYEHDI npu
npesbliLLEHNUN BblAENEHHOIo pecypca MOLWHOCTH

« XpaHeHue JaHHbIX ayauTa B 00bl4HbIX hannax

[ToBblILLEHHAasA
OTKa30yCTOUYNBOCTb

erkad HaCTpounKa » [lnHamunyeckoe npodunmposaHune
NPn yCTaHOBKE  [NoHATHasa apxuTekTypa
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